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BcnomMHuM...
NuTtepret u Web (WWW)

— VIHdpacTpykTypa 1 ceTb rmnepTekCToOBbIX 4OKYMEHTOB

CeTb — XOCTbl, COEANHEHHbIE KaHaNaMmn CBA3U U
obbegMHeHHbIe B NOACETU MapLUpyTM3aTOpamMm

OObLieHMEe XOCTOB MO CETEBLIM NPOTOKO/1aM

HpOTOKOfIbI OpPraHM30BaHbl B ypOBHEBYHO MOAEJIb



Mopaenb OSI

* Open Systems Interconnection basic reference
model

— DTtanoHHas Mogenb Bzanmogenctaunsa OTkpbITbiX CucTeM

* 7/ ypOBHEN B3aNMOAENCTBNA KOMMbHOTEPOB B
ceTax

— Co cBovMK popmaTamMu JaHHbIX

— Co cBoOMMUK NpaBuaamMu rnepesadm (MpPoToKkosiamMmm)



Mogenb OSI

YposeHb (layer)

Host
layers

Media
layers

7. NpuknagHoi (application)

6. NMpeacTasnexus (presentation)

5. CeaHcoBblit (session)

4. TpaHcnopTHbIN (transport)

3. Cetesow (network)

2. KaHanbHbin (data link)

1. dusnueckuii (physical)

Tun panHbIx (PDU)

JaHHble

CermeHTbl (Segment)/
JenTtarpammbl
(datagram)

Naketbl (packet)

Butbl (bit)/
Kagps! (frame)

Butbi (bit)

DYHKUMK

[locTyn K ceTeBbIM CNy*Kbam

MNpeacrasneHue n
wndpoBaHMe JAHHbIX

YnpaBneHne ceaHCOM CBA3MU

[MpAamasn cBA3b mexkay
KOHEYHbIMMW NYHKTaMn U
HaOEXHOCTb

OnpeageneHne mapwpyTa u
lorMyecKan agpecaumn

dusnyeckan agpecauma

PaboTa co cpeanoi nepegauu,
CUrHANAMM U ABOUYHBIMM
AaHHbIMK

Mpumepsl

HTTP, FTP, SMTP,
RDP. SNMP

ASCII, EBCDIC, JPEG

RPC, PAP

TCP, UDP, SCTP,
PORTS

IPv4, IPv6, IPsec,
AppleTalk

PPP IEEE 802.22,
Ethernet, DSL, ARP,
L2TP. Network
Cards

USB, BuTaa napa,
KOaKCUanbHbIN
Kabenb, onTUYeckui
Kabenb



CeTeBOM ypoOBeHb U BbliLle

B ocHOBHOM paboTtaem ¢ ceTeBbIM, TPAHCMOPTHBLIM U
NPUKAAAHBIM YPOBHAMM

IP — MapLlpyTr3auma nakeTos
TCP — Hage>xHaa nepegaya gaHHbIX NO MapLUPyTy

UDP — 6bicTpas nepegada AaHHbIX MO MapwpyTy 6e3
Kaknx-nnbo rapaHTnm

HTTP — npoTtokon npunoxeHun nosepx TCP



HTTP cepBep

* Mbl paccmatpuBanm HTTP-cepsepbl
* B ocHoBe — HttpListener (System.Net)
» HttpListener

— PaboTtaeT ¢ koHTekcToM (Context)
— [1pnHnmaet 3anpoc (Request)

— Otnpasaset otBeT (Response)



Knunentbl http-cepBepa

* Mbl paboTtanu ¢ knneHtamm — htmil-
CTpaHVLaMm

* B 3anpocax — AaHHble GOopMbl
— Nnn pabota AJAX

* A UTO, eC/IN HY>XHO U3 NPUNOXKEHUA?



HTTP kaneHTbl

* .NET Framework npegnaraet HECKO/IbKO CTaHAAPTHbIX
KNaCCOB, OT/INYALOLLNXCA YPOBHEM abCcTpakLmm

— HttpWebRequest
— WebClient
— HttpClient
* TJak>e eCTb MHOIO CTOPOHHWUX

— RestSharp, Hanpumep



HttpWebRequest

* CaMbIn CTapbIv U3 TPOMLLbI

* [1aéT No/IHbIU KOHTPOb Haj O6beKTaMM

3anpoca/oTBeTa
A WITH GREAT
— 3arojioBKamy, TaMmayTamu, KyKWu... DO WER
COMES GREAT
» PaboTaeT c oTAeNbHbIM NOTOKOM RESPON-

SIBILITY



CNno>XHOCTb

» boratble BO3MOXHOCTM U NOAHbIN KOHTPO/Ib
NPNBOAAT K CNIOXHOCTM paboThl C
HttpWebRequest

* DTO MOXET NPUBECTU K oMbKaM BO
MHOXECTBE CL,eHapmes

* Jlyywe He paboTaTb C HUM, €CIN BaM He HY>XHbI
3TV HN3KOYPOBHEBbLIE BO3MOXHOCTU U MOAHbIN
KOHTPO/Ib



Mcnosab3oBaHue

* [lna oTnpaBKK 3anpoca v Nnpuema oTeeTa
ncnonb3yrotca knaccobl WebRequest

WebResponse

— JT10-6a308Bble Knacchl ana HttpWebRequest v
HttpWebResponse cooTBeTCTBEHHO

» Takoke WebRequest — pabpuka
HttpWebRequest'os



NMpumep

var request =
WebRequest.CreateHttp("https://reqres.in/api/users/2");
var response = await request.GetResponseAsync();
using (var stream = response.GetResponseStream())
using (var reader = new StreamReader(stream))
{
var userJson = await reader.ReadToEndAsync();
Console.WriteLine(userJson);

¥

response.Close();



bazoBaa HTTP-ayteHTUpUnKayus

* user:password@host:port

* NetworkCredential — norunH, naponsb

HttpWebRequest request = (HttpWebRequest)WebRequest.Create("http://host.com/");
request.Credentials = new NetworkCredential(“login", “pass");
HttpWebResponse response = (HttpWebResponse)await request.GetResponseAsync();



WebClient

[TpOCTON MHCTPYMEHT
— 60J1ee BbICOKOrO YPOBHSA abCcTpakLumm

Haactpovka Hag HttpWebRequest

YnpoutiaeT pelleHume
6ONbLINHCTBA TUMOBBLIX 3a4a4

TpebyeT MeHbLUIE KOAa




WebClient
» [loctyneH ¢ .NET Core 2.0

 [losiBnAacb Noaaep>Kka aCMHXPOHHbIX
METOAOB (paHbLUe He 6blN0)

* ECTb OTUeThbl 3arpy3ok



Mpumep: 3arpy3ska danna

var link =
"https://media-www-asp.azureedge.net/
media/5245130/home-hero-2.png";

var bytes = client.DownloadData(link);

var name = System.IO.Path.GetFileName(link);

System.IO.File.WriteAllBytes(name, bytes);



[Mpymep: 3aronoBkKu

client.Encoding=Encoding.UTF8;
client.QueryString.Add("q", "search text");
client.Headers.Add("User-Agent", "Mozilla/5.
Gecko/20101026 Firefox/3.6.12");
client.Headers.Add("Accept-Language", "ru");
var bytes =
client.DownloadData("https://www.google.ru/search");
var page = Encoding.UTF8.GetString(bytes);
File.WriteAllText("search.html"”, page);



NMpumep: GET JSON

client.Encoding = Encoding.UTF8;

client.Headers.Add(HttpRequestHeader.ContentType,
"application/json");
client.QueryString.Add("page", "2");
var jsonData =
client.DownloadString("https://reqres.in/api/users");
Console.WritelLine(jsonData);
Console.WriteLine();



Mpumep: POST JSON

client.Headers.Add(HttpRequestHeader.ContentType,
"application/json");

var json = new {email="peter@klaven",password="cityslicka"};

var str=Newtonsoft.Json.JsonConvert.SerializeObject(json);

var response =
client.UploadString("https://reqgres.in/api/login”,str);

var tokenObj = JsonConvert.DeserializeAnonymousType(response,

new{token=""});

Console.WriteLine(tokenObj);



HttpClient

Jlyuwee 13 «ABYyX MNPOB»

OYHKLUMOHANBHOCTb + YMUCTOTA +
MHOIOMOTOYHOCTb

OAVH KJMEHT — MHOTo 3anpocCoB

Jlydwe noaxoAnT ana TeCTUpOoBaHUA



Mpumep: POST JSON

using (var client = new HttpClient())

{
var json = new { email = "peter@klaven", password = "cityslicka" };
var str = Newtonsoft.Json.JsonConvert.SerializeObject(json);

var content = new StringContent(str);
content.Headers.ContentType =
new MediaTypeHeaderValue("application/json");
var result = await client.PostAsync("https://reqres.in/api/login", content);

var response
var tokenObj

await result.Content.ReadAsStringAsync();
JsonConvert.DeserializeAnonymousType(response,
new { token = "" });

Console.WriteLine(tokenObj);



NMomumo HTTP

* Ha napy ypoBHeun Huxe
—TCP
—UDP

* B3aumogenctesyem no npotokonam TCP u
UDP c nomolbto cokeToB
(System.Net.Sockets.Socket)



BcnomoraTtesibHble K/1acChbl
System.Net.Dns n System.Net.IPAddress

var hostEntry = System.Net.Dns.GetHostEntry("microsoft.com");

Console.WritelLine(hostEntry.HostName);

foreach (System.Net.IPAddress ipAddress in hostEntry.AddressList)
Console.WritelLine(ipAddress);

var hostByIp = Dns.GetHostEntry(IPAddress.Parse("127.0.0.1"));

Console.WriteLine(hostByIp.HostName);

foreach (var ipAddress in hostByIp.AddressList)
Console.WritelLine(ipAddress);

Console.WritelLine();



Socket

* [lpepocTtaBnser HN3KOYPOBHEBLIN MHTEPDENC ANA NpMeMa/nepesaun
AAHHbIX MO CeTH

« Cogepxut
— AddressFamily — agpeca coketa
— ProtocolType — npotokon cokeTa
— SocketType — T1n coketa (Dgram, Stream)
— LocalEndPoint — agpec, No KOTOpOWN COKET NMPUHMMAET 3HAYEHUSA
— Connected — nogkAtOUEH AN K YAANEHHOMY XOCTY

— RemoteEndPoint — agpec xocTa, K KOTOPOMY NOAKAHOUEH COKET



NMpumepbl coketoB TCP, UDP

Mbl MOXEM KOMBUHMPOBATb MPOTOKObI, TUMbI
COKeTa, CeMenCTBa ajpecoB

Socket tcpSocket =
new Socket(AddressFamily.InterNetwork, SocketType.Stream, ProtocolType.Tcp);

Socket udpSocket =
new Socket(AddressFamily.InterNetwork, SocketType.Dgram, ProtocolType.Udp);



OcHOBHble MeToAbI

Accept
CO34a€ET COKeT

Bind

CBA3blBaeT C KOHEYHOW TOUKOM

Close
34 Kpbl BaeT CoKeT

Connect
coeunHAEeTCA C yaaneHHbIM XOCTOM

Listen
HauMHaeT NPOCAYLLKY 3anpoCcoB

Poll
on pe,u,enﬂeT COCTOdAHINME

Receive
nonyqaeT I£I|aHHbIe

Send

OoTrnpaB/iIA€T AaHHbIE

Shutdown
6a0oKnpyeT NnpnemM/oTnpaBKy



TCP Socket

CﬂEﬂ,EIHI-"IE COKETa CEE,,EI,EIHI"IE COKETa
YCcTaHoBKa NOKaNbHOW TOYKK 3 MogknoyeHre K cepeepy
AOnA NnocnywyBaHkAa Nnogkn<eHnM {METU;_‘L CDHHEEI:]

{meTog Bind)

$3anyck NPOCAYLWMBAHMS Otnpaeka / ngﬂF;EHEE AaHHBIX
BXOAALWMX NOAKMKHEHUA (metoae: Send / Receive)

(meTog Listen)

\l 3aKpeITUE COKETa
Mony4eHre BXoaAWEra {meTog Close)
NoAKNIKOYeHA

(MeTon Accept)

Otnpaeka / nony4YeHKWe AaHHbIX
{meToabl Send [ Receive)

l

3aKpLITUE COKETE
{meton Close)

CtaTtbsa C npumepamm ncnosib3oBaHMa Ha Metanit



https://metanit.com/sharp/net/3.2.php

KnneHT u cepBep

IPEndPoint point = new IPEndPoint(IPAddress.Parse("127.0.0.1"), 8000); socket.Connect(poimt);
Console.Write("BBeanTe coobueHue:");
Socket listener = string message = Console.ReadLine();
new Socket(AddressFamily.InterNetwork, SocketType.Stream, byte[] data = Encoding.Unicode.GetBytes(message);
ProtocolType.Tcp); ;
listener.Bind(point); // nony4aem oTBeT
listener.Listen(10); data = new byte[256]; // 6ydep ansa oTeeTa
StringBuilder builder = new StringBuilder();
while (true) int bytes = 0;
{ do
Socket handler = listenSocket.Accept(); {
StringBuilder builder = new StringBuilder(); [ bytes = socket.Receive(data, data.lLength, 0);]
byte[] data = new byte[256]; // 6ydep onAa nonydaembix AaHHbIX builder.Append(
Encoding.Unicode.GetString(data, @, bytes));
do }
{ while (socket.Available > 9);
var bytes = handler.Receive(data); Console.WriteLine("oTBeT cepBepa: " builder.ToString());
builder.Append(Encoding.Unicode.GetString(data, @, bytes));
} while (handler.Available > 9); // 3akpbiBaem cokeT
socket.Shutdown(SocketShutdown.Both);
Console.WriteLine(DateTime.Now.ToShortTimeString() + ": " + builder); socket.Close();
string message = "message received";

data = Encoding.Unicode.GetBytes(message);
[handler.Send(data); |
handler.Shutdown(SocketShutdown.Both);
handler.Close();




UDP Socket

* [locne Bind He HYy>HO -

BbI3bIBaThb Listen
* [1lpneém n nepepava -

ReceiveFrom v

S e n d To . request sendtol}

‘S{‘ﬂdtﬂ[} response . rer_\rﬂfomij
CtaTba C NpUumepom Ucnosib3oBaHUa Ha Metanit ~call block



https://metanit.com/sharp/net/3.3.php

Ncnonb3zoBsaHue UDP coketoB

Socket socket = new Socket(AddressFamily.InterNetwork,
SocketType.Dgram, ProtocolType.Udp);

string message = Console.ReadlLine();
byte[] data = Encoding.Unicode.GetBytes(message);
EndPoint remotePoint =

new IPEndPoint(IPAddress.Parse("127.0.0.1"), port);
socket.SendTo(data, remotePoint);

byte[] data = new byte[256];
EndPoint remotelp = new IPEndPoint(IPAddress.Any, 0);
int bytes = socket.ReceiveFrom(data, ref remotelp);



[Tonpolle cokeToB

EcTb cTaHAapTHbIE KAacCbl — HAACTPOMKN HaA
System.Net.Sockets.Socket

YnpouwatoT paboty ¢ npotokonamu TCP n UDP

TcplListener u TcpClient
— kak HttpListener n HttpClient

UdpClient



TcpListener

TcpListener server = null;

IPAddress localAddr = IPAddress.Parse("127.0.0.1");
server = new TcpListener(localAddr, 8080);

server.Start();

while (true)
{

TcpClient client = server.AcceptTcpClient();
NetworkStream stream = client.GetStream();

string response = "Hello world!";
byte[] data = Encoding.UTF8.GetBytes(response);

stream.Write(data, @, data.Length);
client.Close();

}

server.Stop();



TcpClient

TcpClient client = new TcpClient();
client.Connect("127.0.0.1", 8080);

byte[] data = new byte[256];
StringBuilder response = new StringBuilder();
NetworkStream stream = client.GetStream();

do
{

int size = stream.Read(data, 9, data.Length);
response.Append(Encoding.UTF8.GetString(data));

}
while (stream.DataAvailable);

Console.WriteLine(response.ToString());

stream.Close();
client.Close();



YaTt Ha TCP(Listener + Client)

* Ha cepBepe — CNUCOK KJNEHTOB
— KnneHT — 06bekT ¢ noaeM NoToka

— Pernctpaunsa kamneHta no AcceptTcpClient

* CepBep npocayLimBaeT KJINEHTOB, paccCblnaeT
coobLleHusa OCTanbHbIM

— YuTaeT/3anmcoiBaeT NoTOK

[MTpmep Koaa



https://metanit.com/sharp/net/4.4.php

HttpListener u TcpListener

» HttpListener — BbICOKOYpOBHEBOE
pacwmnpeHmne Tcplistener

 Yem aononHaeT?

e Byem ocobeHHOCTU?



YnpouwéeHHbin UDP

* [1potokon UDP no3ssoaaet otnpaBuTtb
AaHHble (datagram) Ha yaanéHHbIN y3en

* He Hy>XeH cepBep, gaHHble NepeaaroTcH
HanpPAMYO MeXXAy y3namu

* MoXHO BeLlaTb AaHHble MHOXECTBY aApecoB
B NOACEeTU



NMpuem n nepepaua

 Metoabl Send n Receive

UdpClient client = new UdpClient();

string message = "Hello world!";

byte[] data = Encoding.UTF8.GetBytes(message);
client.Send(data, data.Length, "127.0.0.1", 8001);
client.Close();

UdpClient client = new UdpClient(86001);
IPEndPoint ip = null;

byte[] data = client.Receive(ref ip);

string message = Encoding.UTF8.GetString(data);
Console.WritelLine(message);

client.Close();



Bewwanne (multicast)

* [1poTokon UDP nossoadaet paccbliatb O4HO
coobuieHmne rpynne KAMeHTOB-MoayyaTeneu

* B otanume ot TCP, He HYy>XHO paccbinaTh
coobuleHme KaxxaA0My KANEHTY NO
OTAENBbHOCTU

* [lepesava MAET He Aasblue NOKaJbHbIX CETEU
(orpaHmnumBaeTca MapLlipyTmsatopamm)



BewaHue

» [1na paboTbl BELLAHMA KJANEHTAM HY>XXHO
NPUCOeANHNTBLCA K Fpynne, KOTOPOW
npeAHa3Ha4vyaeTCca paccChblika

 JoinMulticastGroup(agpec, xonbl)

udpClient
.JoinMulticastGroup(IPAddress.Parse("234.0.0.0"), 50);

[MTpmep Koaa



https://metanit.com/sharp/net/5.2.php

Application layer

WebClient . .
/ WebRequest /4— (faade class —b/ WebResponse / SmtpClient [| Dns || Ping
HttpClient
E HttpMessageHandler
FtpWeb HttpWeb HttpListener HttpWeb FtpWeb
Request Request (server) Response Response
l l \
v v v v v
Transport TepListener Ports TepClient 2 | UdpClient
layer (fagade class) 1 ( (facade class) I I | (faade class)
TCPUDP
Socket 2
S
IP address
Network and "
link layers

Physical MAC address




[MoumTaTtb
 https://metanit.com/sharp/net/
* https://habrahabr.ru/post/209144/
* Albahari, C# 7 in a nutshell, Chapter 16



https://metanit.com/sharp/net/
https://habrahabr.ru/post/209144/

Bonpochoi?
e-mail: marchenko@it.kfu.ru

© MapueHko AHTOH AnekcaHaposuy 2017 T.



